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Abstract

Given two GNNs that output node embeddings, how can we determine if they were
trained independently? An adversary could have trained one GNN specifically
to mimic the other GNN’s embeddings. To obscure this relationship between the
GNNGs, the adversarial GNN might then transform its output embeddings. The two
GNNss could have different architectures, weights, and embedding dimensions, and
the adversary can transform the embeddings. Despite these stringent conditions, our
algorithm (named COPYCOP) can identify such copycat GNNs, unlike existing wa-
termarking and fingerprinting methods. We also provide theoretical guarantees for
CopryCopr. Finally, experiments on 14 datasets and 5 GNN architectures demon-
strate that COPYCOP is accurate and robust against a broad class of adversarial
attacks and transformations. Code is available at: https://anonymous.4open,
science/r/CopyCop-Graph-Ownership-Verification-8143/README.md

1 Introduction

Graph Neural Networks (GNNs) are increasingly deployed as reusable embedding models, often
exposed through Embeddings-as-a-Service [23]]. In this setting, users query a model with graphs and
obtain node embeddings that can be reused for downstream tasks. While this enables flexible reuse,
it also raises a fundamental question: can we determine whether another model was independently
trained, or derived from a deployed GNN?

An adversary can train a surrogate GNN to mimic a victim model’s embeddings by querying the
victim on many graphs and learning from the resulting input-output pairs. The adversary can then
apply transformations such as rotation, scaling, permutation, or changes in embedding dimension.
These transformations may substantially change the representation while preserving downstream
performance, making the surrogate appear unrelated to the victim. Furthermore, the surrogate
GNN’s architecture can be different from the victim GNN. Thus, given a victim GNN that outputs
embeddings, our goal is to identify surrogate GNNs despite changes in architecture, parameters,
embedding dimension, or output transformation.

Existing surrogate detection methods fall into two categories: watermarks and fingerprints. Wa-
termarking methods modify training so that the model produces distinctive outputs on special
graphs [[7, 131} 135]. However, an adversary can bypass such signals through model extraction: by
querying the victim on ordinary graphs and training only on the resulting input-output pairs, the
surrogate need not reproduce the special watermarked behavior [19].

Fingerprinting methods avoid modifying the victim model and instead rely on intrinsic properties of
its outputs. For GNNs that output embeddings, existing methods typically compare the victim and
candidate embeddings directly [27]]. However, simple transformations such as rotation or changes
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Figure 1: Overview of COPYCOP.: Under the embeddings-as-a-service model, the victim GNN
provides embeddings for input graphs, which can then be used for downstream tasks. An adversary
can train a surrogate GNN to mimic these embeddings and then transform them, achieving similar
accuracy while obscuring the surrogate relationship. COPYCOP detects surrogate models under such
transformations without watermarking the victim GNN.

in embedding dimension can make embeddings appear different to a classifier while preserving
downstream accuracy. As a result, existing embedding-based fingerprints are vulnerable to cosmetic
changes in the surrogate representation.

1.1 Our Contributions

We propose COPYCOP, a fingerprinting method for GNNSs that is robust to a wide range of adversarial
transformations, including rotations, scaling, and changes in embedding dimension. Our method is
architecture-agnostic: the victim and surrogate GNNs may use different architectures, parameters,
and embedding dimensions. Moreover, our fingerprints are randomized and can be regenerated at
any time, so leaked fingerprints do not permanently compromise the method. To our knowledge,
CoPYCOP is the first fingerprinting method for GNN embeddings that works under a broad class of
transformations, across GNN architectures, and at any time.

The key idea is to use stationary points of the embedding function as fingerprints. A node’s embedding
is a function of the graph structure and node features. Since an adversary may transform the
embedding space, the fingerprint must be invariant to such transformations. We prove that stationary
points of the embedding function have this invariance property. We show how to sample stationary
points from the victim GNN M and test whether these points are also stationary for a candidate
GNN Z. This test lets us determine, with high confidence, whether 7 is independently trained or a
surrogate of M.

We prove that COPYCOP detects surrogate models under reasonable conditions, irrespective of GNN
architecture or embedding dimension. Empirically, we evaluate COPYCOP on 14 datasets and 5
popular GNN architectures. The results show that COPYCOP is robust to model extraction, pruning,
fine-tuning, and a broad range of embedding transformations.

The rest of the paper is organized as follows. We discuss related work in Section 2] In Section 3]
we present our proposed method and prove its robustness against embedding transformations. We
empirically validate our approach in Section [d] and conclude in Section[5] All proofs and extra
experiments are deferred to the Appendix.

2 Related Work

Our work on ownership verification is related to the broader area of adversarial attacks to infer the
graph’s structure and properties [10, 29} 33 34]]. Robustness against backdoor attacks is also related
to trustworthy AI [6]] and integrity verification [12, [16} 28], and query-based schemes for GNNs in
MLaaS$ [30]. Here, we present an overview of the work that is most closely related to us.

Model stealing attacks and defenses: Model stealing attacks and defenses have been studied for
images [22] and text [[15], among others. One defense is to perturb the model’s layers [18]], but this
fails to counter model extraction attacks [13]]. Other defenses detect model extraction attacks based
on their query patterns [13]. However, we assume that the victim GNN is public, or the adversarial



queries can be successfully hidden. Similar attacks have been proposed for GNNs [9} 25]], but [[19]
show that current defenses are insufficient. A related but distinct problem is integrity verification:
detecting whether a deployed model has been tampered with after deployment [12} 16} 28]. However,
we focus on ownership verification of a separately trained surrogate that may differ entirely in
architecture and weights.

Watermarks: Watermarks can be embedded in the victim model’s weights by regularizing the
model parameters during training [26]. Other approaches embed backdoors, training the model to
return improbable outputs for special inputs [2} (8} [17|36]]. Backdoor-based watermarks have also
been proposed for GNNs [[7, 31} 35]. However, watermarks can degrade performance [27], and are
susceptible to model extraction attacks [[19].

Fingerprints: Unlike watermarks, fingerprints do not modify the victim model. Fingerprints can be
based on model weights [3], special inputs for which some surrogate and independent models give very
different outputs [20]], pairs of samples along special vectors that straddle decision boundaries [24],
or confidence levels of surrogate models [21]. For GNNs, existing methods rely on the similarity of
embeddings between victim and surrogate models [27]. This approach applies only when the victim
and surrogate GNNs have the same embedding dimension, limiting its generality. In contrast, our
approach works for surrogates with any GNN architecture or embedding dimension.

3 Proposed Method

A graph is a tuple (G, X) where G = (V, E) has n := |V| nodes, each with features z; € R”, and
X = (x1,...,x,). Let D denote the data distribution over feasible pairs (G, X ). A d-dimensional
GNN H is a function h : (G, X) — R?*" whose i*" column h;(G, X; H) € R? (or h;(X) when
context is clear) is the embedding of node i. We are given a d-dimensional victim GNN M whose
embeddings have the following property.

Assumption 3.1 (Embedding properties). h;(X) is twice-differentiable with bounded Hessian, and
there exist constants a,, and @,y such that 0 < «,, < ||h;|| < @)y for all feasible G, X, and .

Next, we see a d’-dimensional GNN model Z, possibly using a different architecture and dimension
than M. We can query Z with a few graphs and observe its outputs, but we have no access to Z’s
internals. Our goal is to determine whether GNN Z is an independently trained model or a surrogate
of the victim GNN M. We define a surrogate model as follows.

Definition 3.2 (Surrogate model). A d’'-dimensional GNN M’, with embeddings h, :=
hi (G, X;M") € RY, is a surrogate of GNN M if there exist functions ¢ : R? — R? and
h: (G, X) — R¥™ such that

sup [|s(G. X) — hi(G, X3 M) < e n, =0 (h:), M
G, X,i

for every graph (G, X) that is feasible or is in a d-neighborhood of a feasible graph (e and ¢ are small
positive numbers specified later).

For intuition, the adversary can query the victim model M on graphs (G, X), collect the resulting
embeddings h;(G, X; M) for all nodes, and train a GNN whose embeddings h; approximate h;.
The adversary may then apply an additional transformation layer that outputs ¢(h;).

Alternatively, the adversary can train M’ end-to-end using (G, X) as input and ¢(h;) as the target

output. Even though the adversary never explicitly constructs an intermediate representation h,, it is
still useful to characterize the connection between h; and h!.

In both cases, the victim and surrogate models output embeddings h; € R? and h!, € R, respectively,
and our algorithm relies only on these outputs. The link between the two is given by the (unobserved)

h; and @(+) introduced in Deﬁnition Their existence is used solely in our analysis.
Remark 3.3. The sup-norm in Equation[I|can be relaxed to the supremum over a subset of graphs

(G, X) with a high probability under the data distribution. Furthermore, we only need Assumption
to hold at around our query tuples, defined later. We keep this form to simplify the exposition.

Next, we motivate our proposed method on the special case of no reconstruction error (¢ = 0) before
discussing the general case.



3.1 The Perfect Reconstruction Case

Here, h; = h;, so M’ outputs embeddings h] = ¢(h;). Not all choices of ¢(-) are realistic. For
example, ¢(h) = 0 would lead to useless embeddings. More generally, if ¢(hy) = ¢(ho) for
hi # ho, then ¢(-) loses information. This can hurt performance on downstream tasks, so the
adversary will avoid such a ¢(+).

Assumption 3.4 (Local invertibility). The transformation ¢(-) is differentiable and locally invertible:

Tt =ty A1) =00

40 vh € RY, w € RY, |lw| = 1. )

Assumptionensures that ¢(h1) # ¢(hs) for any two close embeddings h1 # hy. The assumption
holds for many intuitive transformations, such as rotation, non-zero scaling, projection to a higher
dimension, and translation, and for any composition of such functions (Lemma@]in the Appendix).
Note that projecting to a lower dimension loses information, so the adversary will avoid d’ < d.

We need a fingerprint that is invariant under any transformation satisfying Assumption We will
show that this strong requirement is met by the stationary points of h;(X), as defined below.

Definition 3.5. Let F' be any GNN. We define the query tuples Q, directional derivative
Vwhi(G, X; F) of an embedding at a query tuple, and the stationary points S(F') of GNN F':

Q= {(G,X,Lw) | (G,X) €supp(D), i € {1,...,n}, we R, ||w| = 1}
hZ(Tw)(GvX;F) =h; (G, [111,...,(131‘_1,331‘—|—T’w,(l§i+1,...,ivn] ;F),

(Tw) . — h; 5
B (GyX’F)T MG 6, X iw) €

S(F)={(G,X,i,w) € Q|| Vwhi(G, X; F)|| = 0}.
We will refer to Vo, h;(G, X; F') as Vo, h;(X) when the context is clear.

Vwhi(G, X; F) = lim
T—0

A stationary point is a graph G with features X such that nudging a node’s features x; in the direction
+w does not change its embedding h; to first order. But if h; is unaffected, so is ¢(h;), for any ¢(-).
Thus, this point is also stationary for the surrogate model. The next lemma formalizes this property.

Lemma 3.6. Let w € R? | |w|| = 1, and b/, = ¢(h;) for some ¢(-) satisfying Assumption Then,
IVwhi(X)|| = 0if and only if ||V, hi(X)| = 0.

This suggests the following algorithm: given the victim GNN M and the unknown GNN Z, test
if S(M) = 8(Z). By Lemma 3.6] the test succeeds if Z is a surrogate of M. But we expect the
test to fail if Z is an independent model, since every such model should converge to a different
local optimum. Now, we observe empirically that S(M) and S(Z) are large sets, making direct
comparison difficult. Hence, we use a sampling-based approach, as follows.

Algorithm 1 DetectSurrogate (Special case)

Input: GNNs M and Z
1: Draw independent samples 7" from S(M)
2: Check if all points in T are stationary for Z
3: return Surrogate if T C S(Z) else Independent

In Section we will show how we sample from S(M). We will also remove the need to compute
Z’s gradients. Next, we formalize the assumption of differences between the stationary points of the
victim and any independent model, and use it to prove the algorithm’s correctness.

Assumption 3.7 (Idiosyncratic stationary points). (a) S(M) is equipped with a probability measure
s from which we can draw samples. (b) There exists ya; > 0 such that for any independently
trained model I, pup(S(M) \ S(I)) > ~yur.

Informally, if we sample a stationary point from S(M) according to ups, then with probability at
least v this point is not also a stationary point for the independent model /.

Theorem 3.8. If ¢ = 0 and Assumptions and hold, then Algorithm[l|is correct with
probability at least 1 — e 2T,



3.2 General Case

Now, h;(X) can be any function within a band of width ¢ around h;(X) (Definition . Hence,

its stationary points may differ from M. The function ﬁZ(X ) could even be discontinuous, so we
cannot assume that its directional derivatives exist. So we cannot directly check for stationary points
in Algorithm[I] Instead, we approximate the stationarity checks, as shown below.

Definition 3.9. Let £ be any GNN model. For a tuple t = (G, X, i, w) € Q and 0 > 0, define,

_[pE(X) — ha(X))|
RO

BF - EtN;LM qF(t)

= ) 3
Eip.,,qr(t)

qr(t)

where hl(-‘sw) (X) depends on ¢ as defined in Definition
(G,X)~D, i|G, X ~ Uniform(1,...,n), w|G,X,i~ Uniform({v e R, |v| =1}).

For intuition, ¢r(t) is a (normalized) magnitude of change in an embedding when we change the
features x; of node : in the direction w, and Sr compares the expected change near the stationary
points of M versus randomly chosen points in Q. The formula for 8 is also invariant under common
transformations of the embeddings (Theorem[A.3). We will show below that S is small when F'
is the victim model or a surrogate, but not when F’ is an independent model. Thus, Sz mimics the
properties of the directional derivative at stationary points S(M).

Lemma 3.10. Under Assumption[3.1] for 6 small enough, By = O(9).

Lemma shows that 3, is small for the victim model. Next, consider 3+ for a surrogate model
M. Here, we need a stronger version of Assumption[3.4] Instead of just requiring ||¢(v1) — d(v2)|| #
0 when ||v; — v2|| # 0, we now bound the change in norm due to ¢(+).

Assumption 3.11. ¢(0) = 0, and there exist positive constants ¢, C' such that
cllvy —vafl < Jlg(v1) — d(w2)|| < Cllor —vo|. 4

Lemma 3.12. Suppose Assumptions[3.1land hold, and ¢ is as defined in Definition Then,
Sor & small enough and any surrogate M’ with e = 0(9),

Bur = O((C/c)* - max(e/s, §)) . Q)

The adversary wants a low reconstruction error € so that the downstream accuracy of the surrogate
M’ is comparable to that of the victim M. But, by Lemma[3.12] a small € forces M’ to have a small
B, just like Bpy (Lemma . This result is independent of how the adversary trains M'. Next,
consider an independent model I. By Assumption[3.7] at least a v fraction of the stationary points
of M are unique to M, so they are not stationary for I. We further qualify this assumption next.

Assumption 3.13. Idiosyncratic stationary points of M are not special for independent models I:
Einpnlar(®) [t ¢ S| = Etnp,,,[qr(t)] - (©)

Assumption [3.13]states that the idiosyncratic stationary points of M are not special for I in any way.
We only require the independent model [ to deviate significantly from M for these points; however,
we keep this version to simplify the exposition. Figure[6]in the Appendix shows some evidence in
favor of this assumption. With this assumption, we show that 8; = O(1), unlike surrogate models.

Lemma 3.14. Let M and I be independent models. Suppose Assumptions|3.1|holds for both models,

and Assumptions|3.7|and hold. Then, for & small enough, 51 > v + O(0), where vy is defined
in Assumption|3.7|

Our goal is to determine if the GNN Z is a surrogate of the victim M or an independent model.
Lemmas[3.10] [3.12] and[3.14]show that 8 is small (O(d) or O(e/d + 9)) if Z is the victim model or
a surrogate, but at least v/ if Z is independent. This motivates Algorithm [2] (also see Remark [A.T]in

Appendix [A).
Theorem 3.15. Under the assumptions of Lemmas and and large enough (, Algorithm|[2]
with 0 = /2 is correct with high probability.




Algorithm 2 DetectSurrogate (General case)
Input: GNNs M and Z, number of samples ¢, threshold

1: T « ¢ samples from S(M) > Def.

2: R < { samples from Deyp over Q > Def. 3.
3 Bz (Lier 2(1)/(Zier a2(t)) > Eq.
4: return Surrogate if Bz < 0 else Independent

Selecting 6 in Algorithm [2; Theorem [3.15shows that 6 depends on the unknown parameter .
However, ) is upper-bounded by (; for any independent model I (Lemma [3.14). Thus, we can
train several independent GNNs on the same data as M to get an upper bound for y,,, which we then
use to set the threshold. Alternatively, one can use the distribution of 5; over all datasets and GNN
architectures (Figure[6]in the Appendix).

Sampling stationary points: Recall that a stationary point is a tuple (G, X,i,w) € Q such that
[Vwhi(G,z; M)|| = 0 (Definition [3.5). To find such a point, we sample a point (G, Xo, i, w) ~
Deqp (Definition[3.9) and solve

X = argmin ( M

Vuhi(G, X: M X — Xyl p
X

[hi(G, X; M) 1 Xollr

We then use (G, X, 4, w) when a sample from S(M) is needed in Algorithm 2| In the first term, we
normalize ||V, h;|| by ||h;|| since this matches the form of ¢p; (Definition|3.9). The second term
ensures that the chosen node features X are close to X drawn from the data distribution. Hence,
(G, X) looks like a realistic graph. We use a solver that does not require access to gradients [3].
Figure[5]in Appendix [B]shows that the graphs picked using Equation [7)are all distinct.

The optimization in Eq.[/|operates on the node features X, not on the graph structure GG. For very
large graphs, it is not necessary to optimize over the entire feature matrix X. Since the goal is to
find a stationary point for the embedding of a single node ¢, it suffices to optimize over the features
of node 7 and its k-hop neighborhood. This reduces the per-iteration cost to a forward pass over a
local subgraph of size depending on k, rather than the full graph. In our experiments, the embedding
dimension has a larger effect on runtime than graph size.

Extension to integer-valued features: When the features are constrained to be integers, we cannot
construct hgéw) (Definition ) for arbitrary § > 0 and direction w. Instead, we set 6 = 1 and
sample w € RP from the set of axis-aligned unit vectors: w = e;, where j ~ Uniform{1,..., D},

and e; is the standard basis-vector along the j'" feature. We also replace V,h; by hl(-w) — h; in
Equation [7/| when sampling stationary points. While Theorem assumes a small §, we show
empirically that this approach works well in practice.

Robustness against countermeasures: Suppose the adversary can examine the queries sent to their
surrogate model. The adversary cannot detect or penalize queries about stationary points for two
reasons. First, the regularization in Equation [7 makes those graphs look realistic. Second, recall
that we query the surrogate with a graph (G, X ). Our chosen (G, X) is stationary only for a random
node 7 and direction w, both unknown to the adversary.

The adversary could take a different approach by adding noise to their output embeddings. However,
this degrades their downstream performance. Furthermore, the adversary does not know how
much noise is needed to go beyond COPYCOP ’s surrogate detection threshold. This depends on
CorYCOP’s scores for independent models, which the adversary does not have access to. We also
show in Section[d]that COPYCOP is robust against adversarial attacks such as pruning and fine-tuning,
which introduce noise.

Finally, note that Algorithm [2] generates new query graphs each time. Thus, even if some query
graphs leak, future surrogate detection remains secure.



CoryCor PreGIP
Dataset GCN GIN GSage ARMA MixHop | GCN GIN GSage ARMA MixHop

Citeseer 1.00  1.00 1.00 1.00 1.00 0.75 0.00 0.90 0.85 0.90
OGBMag 1.00  1.00 1.00 1.00 1.00 1.00 0.30 1.00 1.00 0.95
HIV .00 1.00 0.64 0.78 1.00 0.65 1.00 1.00 0.50 1.00
Yelp 1.00  1.00 1.00 0.94 1.00 0.65 1.00 0.5 1.00 0.60
MNIST 1.00  1.00 1.00 0.78 1.00 0.80 095 0.55 0.80 0.60
BBBP 1.00  1.00 093 1.00 1.00 0.60 0.00 0.70 0.20 0.55
Pubmed 1.00  1.00 0.79 0.83 0.93 0.80 1.00 040 0.70 0.90
QM9 1.00  1.00 1.00 0.78 1.00 1.00  1.00 1.00 0.90 1.00
Fin 1.00 0.86 0.86 0.78 1.00 1.00  1.00 1.00 1.00 1.00
Amazon 1.00  0.64 1.00 0.67 1.00 080 1.00 0.80 0.80 0.90
Coco 1.00 1.00 0.93 0.94 0.93 1.00  0.25 1.00 0.60 0.30
DBLP 1.00  1.00 0.64 1.00 1.00 090 0.00 1.00 0.95 0.90
CIFAR 1.00  1.00 1.00 0.94 1.00 1.00  0.65 0.60 0.30 0.70
Computers | 1.00  1.00 1.00 1.00 1.00 1.00 1.00 035 1.00 1.00

Average ‘1.00 0.96 091 0.89 0.99 ‘085 0.65  0.77 0.76 0.81

Table 1: AUC of surrogate detection under model extraction attack (higher is better): Each
AUC is computed by classifying all surrogates (across all random seeds and all 5 GNN architectures)
against all independent models (again across seeds and architectures). PreGIP’s predictions are
occasionally worse than random (in red). Averaged over 14 datasets, COPYCOP dominates for all
GNN architectures. It has a perfect AUC for GCN, and is nearly perfect for MixHop.

4 Experiments

We ran experiments to assess the accuracy of COPYCOP and competing methods for the surrogate
GNN identification problem. We used 14 datasets from diverse domains and tested 5 popular GNN
architectures against various adversarial attacks and embedding transformations.

Datasets: We present results on 14 graph datasets covering molecules, citations, co-purchases, social,
and financial networks. Each dataset consists of several graphs with associated node features. For
datasets containing only a single graph, we used k-hop subgraphs around randomly chosen nodes.
All datasets are available from the PyG library, and their details are in Appendix

Base GNN Models: We used the GCN [14]], GIN [32], GraphSage [11]], ARMA [4], and MixHop [1]]
GNN architectures. For each dataset, we trained all models on two data splits per task (node or
graph classification/regression). For each model, we set it as the victim and the others as independent
models. The surrogate models are trained via the following adversarial attacks.

Competing methods: We compare our method with the recent watermarking method PreGIP [7] and
the fingerprinting method GrOVe [27]]. PreGIP’s surrogate detection does not directly test embeddings.
So, for PreGIP, we score every graph by computing mean-distance(G,, Gp,) over watermark graph
pairs (G, Gb), and normalizing it by the same formula for randomly-chosen pairs of graphs. We
compute surrogate detection AUCs using these scores. Using other formulas, such as cosine similarity,
reduces PreGIP’s performance (Appendix B).

4.1 Accuracy under Model Extraction Attack

We first show that watermarking via PreGIP is vulnerable to model extraction attacks. Here, the
adversary samples graphs, gets their embeddings from the victim model, and trains a GNN to
output similar embeddings. For each dataset, we trained independent models using multiple GNN
architectures across two data splits. Treating each as a victim, we then trained surrogate models. For
PreGIP, we followed the same procedure, but watermarked the victim before training the surrogate.

We evaluated both CoPYCOP and PreGIP on all surrogate and independent models. Each method
assigns a score to determine whether a model is a surrogate or independent. Table [I|reports the AUC
of surrogate detection based on these scores.

CorYCoP is accurate: CopYCOP has perfect surrogate detection (AUC=1) on 73% of all
combinations of datasets and GNN architectures. The AUC exceeds 0.9 in 83% of the cases.
CopryCor’s average AUC is highest for GCN (always perfect), MixHop (0.99), and GIN (0.96).



CoryCopr PreGIP GrOVe

Embedding Transformation GCN GIN GSage ARMA MixHop | GCN GIN GSage ARMA MixHop | GCN GIN GSage ARMA MixHop
Permute 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 4% 4% 15% 0%
Rotate 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 4% 10% 16% 0%
Rotate, scale by 5 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 32% 28%  48% 0%
Project(R? — R®?), rotate, scale by 5 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% N/A N/A N/A NA N/A
Multiply by d X d Gaussian mat. 1% 1% 2% 2% 2% 2% 1% 4% 7% 3% 0% 18% 29%  35% 0%
(as above) and scale each entry by Unif(1,10) | 2% 1% 2% 3% 3% 3% 2% 3% 7% 4% 7% 52% 50%  53% 8%
Multiply by 5d X d Gaussian mat. 0% 0% 1% 1% 1% 1% 0% 2% 4% 2% N/A N/A NA NA N/A
(as above) and scale each entry by Unif(1, 10) 1% 1% 1% 1% 1% 1% 0% 2% 4% 3% N/A N/A N/A N/A N/A
h;; — tan”'(hy;) 3% 0% 4% 1% 2% 4% 45% 12% 3% 10% 0% 0% 0% 1% 0%
h;j — exp(hij) 13% 9% 20%  40% 26% 1% T1% 20%  40% 31% 0% 1% 27% 8% 7%
h;; — sigmoid(h;;) 7% 2% 14%  21% 12% 4% 43% 2% 3% 9% 0% 0% 0% 0% 0%
h;j — sinh(h;;) 9% 1% 4% 16% 7% 9% T1% 14%  30% 34% 0% 6% 12% 1% 4%
h;; — tanh(h;;) 3% 0% 5% 1% 2% 10% 48% 15% 8% 15% 0% 0% 0% 1% 0%
hij — hfj 7% 5% 17% 16% 12% 9% T1% 44%  66% 34% 0% 8% 21% 10% 4%
hi; — hf‘j 7% 5% 21% 21% 16% 16% T1% 54% 72% 44% 4% 8% 25%  14% 7%
Translate each entry by 1 8% 2% 14% 21% 12% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
Translate each entry by Unif(1, 5) 8% 3% 18%  26% 18% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
Translate each entry by Unif(1, 10) 9% 3% 20%  26% 22% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
Normalize to unit L norm 1% 0% 3% 6% 1% 22% 56% 37%  18% 20% 0% 0% 0% 2% 0%
Normalize to unit Ly norm 1% 0% 3% 6% 2% 22% 51% 38%  15% 19% 0% 0% 1% 7% 0%
Average | 4% 1% 7% 10% 6% | 5% 28% 12% 13% 11% | 15% 22% 25% 26%  16%

Table 2: Sensitivity to embedding transformations (lower is better): We report the fraction of
independent models for which the classification changes after transforming the surrogate (averaged
over 14 datasets). Lower values indicate greater robustness. PreGIP performs poorly for GIN models
and under exponential and power transformations. GrOVe is inapplicable when transformations
change the embedding dimension (counted as 100% error). COPYCOP remains robust everywhere.

CoryCovP outperforms watermarks: Across all GNN architectures, COPYCOP’s AUC is 17%-
48 % better than PreGIP. For GIN, CopyCoP outperforms by 48%. Furthermore, PreGIP’s scoring
is sometimes worse than random (highlighted in red in Table[I).

Recall that in model extraction, the adversary uses the victim model to create a new training set. This
set is unlikely to contain PreGIP’s watermark graphs. This limits the effectiveness of watermarking.
In contrast, COPYCOP uses no watermarks and works well for all architectures.

4.2 Accuracy under Embedding Transformations

Having shown that watermarking (PreGIP) is vulnerable to model extraction, we now examine the
robustness of fingerprinting (GrOVe) under embedding transformations. We constructed surrogate
models by applying various transformations to their output embeddings, including ones that may
violate our assumptions, and evaluated all methods on these modified models.

Recall that, given an independent model and a surrogate, we compared their scores to determine
which is the surrogate. After transformation, the surrogate’s score may change, potentially altering
this comparison. To quantify this effect, we measured the fraction of independent models for which
the prediction differed before and after transformation. A lower fraction indicates greater robustness.
Table 2| reports these fractions, averaged over all 14 datasets.

CopryYCor is robust against embedding transformations: CopyCOP is immune to rotation, scaling,
projection to a higher dimension, and combinations of these (0% change). This matches Theorem|[A.3]
We find that exponentiation has the greatest effect on COPYCOP. Exponentiation distorts distances
between embeddings (Assumption [3.1T)), which affects detection accuracy (Lemma[3.12). We note
that COPYCOP works for translations, even though they do not match Assumption[3.11]

PreGIP and GrOVe are affected in different ways: PreGIP is much more susceptible to exponential
and power transformations than COPYCOP. In contrast, GrOVe is inapplicable when the surrogate
embeddings are projected to higher dimensions. GrOVe is also more sensitive than COPYCOP to the
scaling of embedding components.

4.3 Accuracy under Other Adversarial Attacks

In a pruning attack, the adversary zeros out a fraction of the surrogate model’s weights. To evaluate
robustness, we compute COPYCOP ’s AUC for detecting the pruned surrogate among independent
models, normalized by the AUC of the unpruned model. Figure [2a]reports the trimmed mean of these
normalized AUCs across multiple datasets (Citeseer, Pubmed, DBLP, Amazon, Computers).
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Figure 3: CopYCOP needs only 2040 stationary points to reach near-maximum AUC. AUC is
largely insensitive to A, except for ARMA where A = 0.01 is preferred.

CopYCOP remains robust up to 40% pruning, after which the detection AUC declines gradually.
Notably, for GIN, the AUC remains stable even with up to 70% of weights pruned.

Next, we consider a fine-tuning attack, where the adversary updates the surrogate using a small labeled
dataset. Figure [2b]shows that COPYCOP ’s detection AUC remains stable throughout fine-tuning.
Meanwhile, the downstream task accuracy saturates after 2040 iterations (Figure[]in the Appendix),
indicating limited benefit from further updates. Overall, COPYCOP is robust to fine-tuning attacks.

4.4 Additional analyses

CoPYCoOP needs only 20—40 stationary points to reach near-maximum AUC across all GNN archi-
tectures (Figure [3a), consistent with Theorem [3.8] Surrogate detection is largely insensitive to the
regularization \ in Equation [7] except for ARMA where A = 0.01 is preferred (Figure [3b). The
wall-clock time per stationary point grows with embedding dimension and is shortest for GCN,
longest for ARMA (Figure [3c).

5 Conclusions

We introduced COPYCOP, a fingerprinting method for verifying the ownership of GNNs that output
node embeddings. Our key insight is that stationary points of the embedding function are invariant
under a broad class of transformations, making them a robust basis for fingerprinting. This allows
CoprYCOP to detect surrogate models even when the adversary changes architectures, embedding
dimensions, or applies complex transformations to the embeddings.

We complement this idea with a practical sampling and testing procedure, along with theoretical
guarantees for surrogate detection. Empirically, across 14 datasets and 5 GNN architectures, COPY-
CoP consistently achieves high detection accuracy and outperforms existing watermarking and
fingerprinting methods.

One direction of future work is to relax or validate assumptions about the transformation function
and the distribution of stationary points. Also, improving the efficiency of stationary point discovery,
especially for very large graphs or higher-dimensional embeddings, would further enhance scalability.
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A Remarks and Proofs

Remark A.1. In Algorithm we can use an alternative formula for B 7

37 = Mean ({percentile of qz(t) in U},e7)
where U = {qz(t) | t € R}. (8)

Here, U contains samples of g (t) for ¢ ~ Dy, supported on the positive real line. Now, consider
apointt € T. If t is a stationary point for Z, qz(t) = 0, so the percentile of qz(¢) in U is also
small. Otherwise, ¢ is an idiosyncratic stationary point of M. In this situation, we expect gz () to be
distributed like a tuple drawn from D), i.e., with a percentile score distributed uniformly between 0
and 100. Thus, B 7 is small if Z is a surrogate but high if Z is independent. This mirrors the behavior
of 8z (Equation [3) while avoiding division-related instability. We use this variant in our experiments.

Lemma A.2 (Closure under composition). If f : RY — RY and g: R — R? each satisfy
Assumption[3.4} then f o g also satisfies Assumption 3.4}
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Proof of Lemma[A2] Let w be any unit vector and h any point in the domain of g. By the chain rule,
vw(f Og)’h = Jf|g(h) ’ Jg|hw = Jf|g(h) ’ vwg‘h'

Since g satisfies Assumption , ng‘h # 0. Letv := Vg
Since f satisfies Assumption|3.4]

Ttlgny v = 10l Voo £l yny # 0-
Hence V,,(f o g)‘h % 0, so f o g satisfies Assumption O

,> then v # 0, s0 v/[[v|| is a unit vector.

Proof of Lemma[3.6] Let J', J?, and J be the Jacobians of the functions h}(X), ¢(h), and h(X)
respectively (these exist by Assumptions[3.1]and[3.4). By the chain rule,

Vwhi(X) = J|xw
= T Tlx w = Ty, ) Vwhi(X),
Hence, V,h;(X) = 0 = V4,hi(X) = 0. Conversely, suppose V,,h;(X) = 0. Then,
J? he(x) ¥ = 0, where v := V,h;(X). If v # 0, then 0 = ‘]¢|hi(x) v=|v| Vv
which is impossible by Assumption[3.4 Hence, V,h;(X) = v = 0.

/1019, )
O

Proof of Theorem[3.8] By Lemma[3.6] Algorithm([|fails iff Z is independent but T C S(Z). Suppose
Z is an independent model. Each ¢ € T is drawn independently using measure 15;. We have,
Etpn [lies(z)) = P(t € 8(Z)) < 1 — yar by Assumption 3.7} Algorithm 1] fails with probability

p(L0S2)

- 1> < (=) <exp(—yu - T).

Proof of Lemma[3.10] For any feasible tuple t = (G, X, i, w),
dw
RS (X) = hi(X)| 8- [[Vahi] + O(6%)

an () 1 (X Thal

Fort € S(M), [|[Vwhi|| = 0s0 qu(t) = O(6?) (since ||h;| > a,, by Assumption [3.1). Now,
|Vwhi|| > 0 because the GNN’s outputs must be affected by changing inputs for at

can|

uy = Eip
2
least some graphs. So, Fir.p,, > dum+0(07) Hence,

exp — N
0(5?)
< = 0(0).
Pu < Sunr [anr + O(62) Q
O
Theorem A.3. For any model F, B is unchanged under any combination of
rotation: h — Oh (O orthonormal)
scaling: h — ch (c#0)
up-projection: h — [hT,0,...,0]7 (arbitrary 0).
——
Ltimes
Proof of Theorem[A.3} qr (t) is clearly invariant under these transformations, so S is too. O
Proof of Lemma[3.12)

l6(R{") — o(h)|
< CJAL™) —
< O IR = R 4 B = hill + | = b
< C [26+ 6||Vwhil| + O(6%)]
< O [6||Vwhil + O(e + 6%)] .
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Also,
[p(h)ll = cllhill = c(l[hill — €) > clan —€) = can/2
for € small enough, where the first inequality follows from Assumption[3.11} Hence,

C [6]|Vawhill + O(e + 6?)]

, <
am (t) = CO&M/Q
N 5| Vwhi|| + O(e + 62
Similarly, g () > [ H 220&1\/1 ( )]

Define uys := Eiop,,, || Vwhill > 0 as in the proof of Lemma Then,

oy, laar (8)] < 5/2 (e +62)

(8- upr + O(e + 62))
2Ca

(C>2 0 <(€ 252)) (since € = o(3))

(0)2 O (max(e/é, 5)) .

Cc

EtNDczp [QM/ (t)} >

So, B

IN

IN

Proof of Lemma[3.14} As in the proof of Lemma [310, we define wu;

Eip,,,||Vwhi(G, X;I)|| > 0 and find that
Bn (0] 2 100 _ o),
Fort € S(I), we have
() > 6Hthi(G,_;(I;I)H + 0(48?) — 0(6?)
Now,
Etins 1)) = P(t € S(I)) - Ey [qs(t) | ¢ € S(I)]
+P(tgSU)) Eqr(t) |t ¢ S)]
= P(S(M)NS(1)) - O(6%)
+P(S(M)\S(I)) - Evop,,, [a1(t)]
> - Biep,,, la1(D)] +0(6%),
W - Einp,,, [ar(t)] + O(6?)
R S IT0)

©))

(10)

where we used Equation [T0]and Assumption [3.13]in the second equality, and Equation[J]in the last

step.

O

Proof of Theorem[3.13] Since h; is upper- and lower-bounded (Assumption[3.1)), so is gz (t). Then,
the numerator and denominator of 3z converge to their counterparts for 8z by Hoeffding bounds,

and the result follows.
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CopryCopr PreGIP
Dataset GCN GIN GSage ARMA MixHop | GCN GIN GSage ARMA MixHop
Citeseer 1.00 1.00 1.00 1.00 1.00 0.60 040 1.00 0.80 0.95
OGBMag | 1.00 1.00 1.00 1.00 1.00 1.00 0.00 0.60 0.95 0.85
HIV 1.00 1.00 0.64 0.78 1.00 0.50 0.70 0.90 0.60 0.80
Yelp 1.00 1.00 1.00 0.94 1.00 090 0.00 0.5 1.00 0.90
MNIST 1.00 1.00 1.00 0.78 1.00 1.00 0.00 0.60 0.85 0.15
BBBP 1.00 1.00 0.93 1.00 1.00 095 0.10 0.70 0.00 1.00
Pubmed 1.00 1.00 0.79 0.83 0.93 0.80 0.25 0.30 0.70 0.90
QM9 1.00 1.00 1.00 0.78 1.00 0.85 0.00 1.00 0.00 0.60
Fin 1.00 0.86 0.86 0.78 1.00 1.00 1.00 1.00 1.00 1.00
Amazon 1.00 0.64 1.00 0.67 1.00 1.00 0.10 0.75 0.75 1.00
Coco 1.00 1.00 0.93 0.94 0.93 0.80 0.00 0.80 0.50 0.50
DBLP 1.00 1.00 0.64 1.00 1.00 0.30 0.00 0.20 0.80 0.60
CIFAR 1.00 1.00 1.00 0.94 1.00 0.00 0.00 0.50 0.10 0.40
Computers | 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.55 1.00 1.00

Average \1.00 096 091 0.89 0.99 \0.76 0.25 0.68 0.65 0.76

Table 3: AUC for classifying surrogate versus independent models under model extraction attack:
This is similar to Table [I] except that we use cosine similarity for PreGIP instead of distances.
CopryCop is comprehensively better, especially for the GIN architecture.

B Experimental Details

Table [5] shows the characteristics of our 14 datasets. Table [3|compares the surrogate detection AUC
of CopYCoP and a version of PreGIP where the scores are based on cosine-similarity rather than
distances between embeddings of pairs of watermarks graphs. PreGIP with cosine similarity shows
worse results than using distances, so we focus on the latter in the main paper (Table|[I)).

Figure ] shows the normalized accuracy of the surrogate model on a downstream task after being
fine-tuned for that task. We report the trimmed means over 5 datasets. All models stabilize within
20-40 epochs, with the greatest benefits occurring for GraphSage and MixHop. Note that COPYCOP’s
surrogate detection accuracy remains robust throughout fine-tuning (Figure [2b).

Figure [3alshows CoPYCOP’s normalized AUC when we vary the number of stationary points used in
Algorithm 2] (parameter named ¢). We need only 20 — 40 points to achieve a high surrogate detection
accuracy.

Figure [5] shows the distribution of cosine similarities between the node features of two stationary
points of the same size. The distribution is mostly concentrated around 0, showing that most stationary
points are distinct from each other. Hence, Algorithm 2] picks distinct graphs for its queries.

Figure EI shows the distribution of COPYCOP’s score B z for all independent models (Equation .
Suppose the stationary points of the victim model are not in any way special points for the independent
models. Then, we would expect the percentile scores to be spread uniformly between 0 to 100, with
a mean around B z = 50. We see that for most datasets and GNN architectures, the B 7 scores are
indeed around 50. This provides some evidence for our Assumptions [3.7]and [3.13] Table []lists the
GNN architectures and configurations used in our experiments. All seeds are fixed for reproducibility.
We used standard configurations from the literature and did not tune hyperparameters for highest
accuracy; our goal was to evaluate whether CopyCop works across a diverse range of trained models.

Compute resources: All experiments were run on a single workstation with an Intel Core i9-
10980XE CPU (18 cores / 36 threads), 256 GB of RAM, and 2x NVIDIA RTX 3090 GPUs (24 GB
each). The benchmark spans 14 graph datasets and 5 GNN architectures (GCN, GIN, GraphSAGE,
ARMA, MixHop) per dataset, with stolen and independent copies for each base model. All (dataset,
architecture) pairs are independent of one another, so we ran them as independent processes. Wall-
clock per-stationary-point timings reported in Figure [3c|is per-process (not summed across parallel
workers).

15



Architecture Configuration

MixHop (MixHopConv + ReLU) X2 + Linear

ARMA (ARMAConv + ReLL.U + Dropout) x3 + Linear
GraphSAGE  (SAGEConv + ReLU + Dropout) x2 + SAGEConv
GCN (GCNConv + ReLLU) x3 + GCNConv

GIN (GINConv + ReLLU) x2 + GINConv

Table 4: GNN model configurations: All GNNs output node embeddings, whose accuracy is tested
on downstream tasks. For node-level tasks, a final linear layer produces the output. For graph-level
tasks, we append GlobalMeanPooling + Dropout + Linear.

(normalized)

5.01
r__—é.——’—_.

Downstream accuracy

0 20 40 60 80 100
Fine-tuning epoch
Figure 4: Accuracy of downstream task under fine-tuning: The accuracy is normalized by the accuracy

before fine-tuning. We report the trimmed mean of the normalized accuracy across 5 datasets. The
accuracy stabilizes after 20-40 epochs.

Density

02 00 02 04 06
Trace(X]X2)
X1l - 1X: 1
for two stationary points X; and X3

Figure 5: Cosine similarity of stationary points: We picked 25 stationary points for 2-node graphs
constructed using Equation [/| for the Citeseer dataset. For every pair of graphs, we computed the
cosine similarity between their node features after flattening the feature matrices into vectors. We
show the distribution of cosine similarity. This shows that most stationary points are nearly orthogonal
to each other, showing that our sampling approach in Algorithm picks distinct stationary points.
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Figure 6: COPYCOP’s score distribution for independent models: We show the distribution of 3z
(Eq.|8) for all independent models across all GNN architectures and datasets. Recall that 8 is an
average of percentile scores. The distribution peaks around 50%, which is exactly the expected value
if the stationary points of the victim model were “random” points for the independent models (see

Assumptions [3.7]and [3.T3).

embed. integer avg. nodes
Dataset  #graphs #features dim. features? per graph

Computers 5,000 767 8 Yes 31
QM9 30,000 3 64 10
Amazon 10,000 300 8 83
Coco 30,000 14 8 478
PubMed 8,000 500 32 6
BBBP 800 9 8 Yes 23
HIV 15,000 9 8 Yes 17
OGBMag 8,000 128 32 101
MNIST 5,000 2 8 70
Yelp 5,000 300 8 60
CIFAR 5,000 2 8 118
DBLP 8,000 1,639 8 24
Citeseer 2,000 602 8 8
Fin 4,000 17 8 600

Table 5: Dataset characteristics
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